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Abstract
Information security management is becoming a more critical and simultaneously a
challenging function for many firms. Even though many security managers are skeptical
about outsourcing of IT security, others have cited reasons that are used for outsourcing of
traditional IT functions for why security outsourcing is likely to increase. In this paper, we
offer a novel explanation, based on competitive externalities associated with IT security, for
firms’ decisions to outsource IT security. We show that if competitive externalities are
ignored, then a firm will outsource security if and only if the MSSP offers a quality (or a cost)
advantage over in-house operations, which is consistent with the traditional explanation for
security outsourcing. However, if the competitive externalities are accounted for, then firms
may outsource even when the MSSP offers a lower quality than in-house operations.
Nevertheless, an improvement in MSSP quality leads to more outsourcing. We show that a
firm’s security outsourcing decision depends critically on the interaction of the quality of the
managed security service provider (MSSP) relative to in-house security management, the type
of service offered by MSSP, and the reward-to-risk ratio which is the ratio of the net reward
non-breached firm obtains from competitor’s breach to the net loss the breached firm incurs
when the competitor is not breached and it depends on the breach severity and the industry
characteristics such as price competition, industry size and spillover. We believe that the IT
security outsourcing decision is a strategic one in which a firm should consider the
ramifications of the competitor’s action on its payoff and vice versa.
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